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‡Université de Rouen, LITIS EA 4108, 76821 Mont-Saint-Aignan Cedex, France

faro@dmi.unict.it, thierry.lecroq@univ-rouen.fr

Abstract. It has been twenty years since the publication of the two seminal papers
of Baeza-Yates and Gonnet and of Wu and Manber in the September 1992 issue of
the Communications of the ACM. The use of intrinsic parallelism of the bit operations
inside a computer word, the so-called bit-parallelism, allows to cut down the number of
operations that an algorithm performs by a factor up to ω, where ω is the number of bits
in the computer word. This was then achieved by the Shift-Or and the Shift-And string
matching algorithms. These two papers has inspired a lot of works and since 1992 a
large number of papers were published describing string matching algorithms using this
technique. In this survey we will review these solutions for exact single string matching,
for exact multiple string matching and for approximate single string matching.

1 Introduction

String matching consists in finding one or more generally all the occurrences (exact or
approximate) of a single string (or a finite set of strings) in a text. It is an extensively
studied problem in computer science, mainly due to its direct applications to such
diverse areas as text, image and signal processing, speech analysis and recognition,
information retrieval, computational biology and chemistry. String matching is a very
important subject in the wider domain of text processing and algorithms for the prob-
lem are also basic components used in implementations of practical softwares existing
under most operating systems. Moreover, they emphasize programming methods that
serve as paradigms in other fields of computer science. Finally they also play an im-
portant role in theoretical computer science by providing challenging problems.

Although data are memorized in various ways, text remains the main form to
exchange information. This is particularly evident in literature or linguistics where
data are composed of huge corpus and dictionaries. This apply as well to computer
science where a large amount of data are stored in linear files. And this is also the
case, for instance, in molecular biology because biological molecules can often be
approximated as sequences of nucleotides or amino acids.

Furthermore, the quantity of available data in these fields tend to double every
eighteen months. This is the reason why algorithms should be efficient even if the
speed and capacity of storage of computers increase regularly.

Solutions can be based on direct comparisons between symbols of the string and of
the text, or on the use of various kinds of automata or by simulating these automata
by using bit-parallelism.

Bit-parallelism is a technique firstly introduced in [29], and later revisited, twenty
years ago, in [10, 64], which takes advantage of the intrinsic parallelism of the bit op-
erations inside a computer word, allowing to cut down the number of operations that



an algorithm performs by a factor up to ω, where ω is the number of bits in the com-
puter word. Bit-parallelism is indeed particularly suitable for the efficient simulation
of non-deterministic automata. In the following we will review the solutions, based
on bit-parallelism, for exact single string matching, exact multiple string matching
and for approximate single string matching.

The remaining of this paper is organized as follows. Section 2 introduces the
basic definitions and the notations used throughout the remaining of the article. In
Section 3 we present solutions for exact single string matching. Solutions for exact
multiple string matching are presented in Section 4 while solutions for approximate
single string matching are presented in Section 5.

2 Notions and Basic Definitions

A string P of length |P | = m over a given finite alphabet Σ is any sequence of m
characters of Σ. For m = 0, we obtain the empty string ε. Σ∗ is the collection of all
finite strings over Σ. We denote by P [i] the (i+ 1)-st character of P , for 0 ≤ i < m.
Likewise, the substring of P contained between the (i + 1)-st and the (j + 1)-st
characters of P is denoted by P [i .. j], for 0 ≤ i ≤ j < m. We also put Pi =DefP [0 .. i],
for 0 ≤ i < m, and make the convention that P−1 denotes the empty string ε. It is
common to identify a string of length 1 with the character occurring in it. For any
two strings P and P ′, we write P.P ′ to denote the concatenation of P ′ to P , and
P ′ A P to express that P ′ is a proper suffix of P , i.e., P = P ′′.P ′ for some nonempty
string P ′′. The notation P ′ w P will be used with the obvious meaning. Analogously,
P ′ v P (P ′ @ P ) expresses that P ′ is a (proper) prefix of P , i.e., P = P ′.P ′′ for
some (nonempty) string P ′′. We say that P ′ is a factor of P if P = P ′′.P ′.P ′′′, for
some strings P ′′, P ′′′ ∈ Σ∗, and we denote by Fact(P ) the set of the factors of P .
Likewise, we denote by Suff (P ) the set of the suffixes of P . We write P r to denote
the reverse of the string P , i.e., P r = P [m− 1]P [m− 2] . . . P [0]. Given a finite set of
patterns P , we put P r =Def {P r | P ∈ P} and Pl =Def {P [0 .. l − 1] | P ∈ P}. Also we
put size(P) =Def

∑
P∈P |P | and extend the maps Fact(·) and Suff (·) to P by putting

Fact(P) =Def

⋃
P∈P Fact(P ) and Suff (P) =Def

⋃
P∈P Suff (P ).

The algorithms reviewed in this paper make use of bitwise operations, i.e. oper-
ations which operate on one or more bit vectors at the level of their individual bits.
On modern architectures bitwise operations have the same speed as addition but are
significantly faster than multiplication and division.

We use the C-like notations in order to represent bitwise operations. In particular:

“|” represents the bitwise operation Or; ((01101101) | (10101100) = (11101101));
“&” represents the bitwise operation And; ((01101101) & (10101100) = (00101100));
“∼” represents the one’s complement; (∼ (01101101) = (10010010));
“�” represents the bitwise left shift; and ((01101101)� 2 = (10110100));
“�” represents the bitwise right shift. ((01101101)� 2 = (00011011)).

All operations listed above use a single CPU cycle to be computed. Moreover
some of the algorithms described below make use of the following, non trivial, bitwise
operations:

“reverse” represents the reverse operation; (reverse(01101101) = (10110110));
“bsf” represents the bit scan forward operation; (bsf(00010110) = 3);
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“popcount” represents population count operation. (popcount(01101101) = 5);

Specifically, for a given bit-vector B, the reverse operation inverts the order of the
bits in a bit-vector B and can be implemented efficiently with O(log2(length(B)))-
time, the bsf operation counts the number of zeros preceeding the leftmost bit set to
one in B, while the popcount operation counts the number of bits set to one in B and
can be performed in O(log2(length(B)))-time. (see [9] for the detailed implementation
of the operations listed above).

The functions that compute the first and the last bit set to 1 of a word x are
blog2(x & (∼ x+ 1))c and blog2(x)c, respectively. 1

A nondeterministic finite automaton (NFA) with ε-transitions is a 5-tuple N =
(Q,Σ, δ, q0, F ), where Q is a set of states, q0 ∈ Q is the initial state, F ⊆ Q is
the collection of final states, Σ is an alphabet, and δ : Q × (Σ ∪ {ε}) → P(Q) is
the transition function (P(·) is the powerset operator).2 For each state q ∈ Q, the
ε-closure of q, denoted as ECLOSE(q), is the set of states that are reachable from
q by following zero or more ε-transitions. ECLOSE can be generalized to a set of
states by putting ECLOSE(D) =

⋃
q∈D ECLOSE(q). In the case of an NFA without

ε-transitions, we have ECLOSE(q) = {q}, for any q ∈ Q.
The extended transition function δ∗ : Q × Σ∗ → P(Q) induced by δ is defined

recursively by

δ∗(q, u) =Def


⋃
p∈δ∗(q,v) ECLOSE(δ(p, c)) if u = v.c, for some v ∈ Σ∗

and c ∈ Σ,

ECLOSE(q) otherwise (i.e., if u = ε).

In particular, when no ε-transition is present, then

δ∗(q, ε) = {q} and δ∗(q, v.c) =
⋃

p∈δ∗(q,v)

δ(p, c) .

Both the transition function δ and the extended transition function δ∗ can be
naturally generalized to handle set of states, by putting δ(D, c) =Def

⋃
q∈D δ(q, c)

and δ∗(D, u) =Def

⋃
q∈D δ

∗(q, u), respectively, for D ⊆ Q, c ∈ Σ, and u ∈ Σ∗. The
extended transition function satisfies the following property:

δ∗(q, u.v) = δ∗(δ∗(q, u), v), for all u, v ∈ Σ∗ . (1)

Given a set P of patterns over a finite alphabet Σ, the trie TP associated with P
is a rooted directed tree, whose edges are labeled by single characters of Σ, such that

1. distinct edges out of the same node are labeled by distinct characters,
2. all paths in TP from the root are labeled by prefixes of the strings in P ,
3. for each string P in P there exists a path in TP from the root labeled by P .

1 Modern architectures include assembly instructions for this purpose; for example, the x86 family
provides the bsf and bsr instructions, whereas the powerpc architecture provides the cntlzw

instruction. For a comprehensive list of machine-independent methods for computing the index of
the first and last bit set to 1, see [9].

2 In the case of NFAs with no ε-transitions, the transition function has the form δ : Q×Σ →P(Q).
For the basics on NFAs, the reader is referred to [40].
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For any node p in the trie TP , we denote by lbl(p) the string which labels the path
from the root of TP to p and put len(p) =Def |lbl(p)|. Plainly, the map lbl is injective.
Additionally, for any edge (p, q) in TP , the label of (p, q) is denoted by lbl(p, q).

For a set of patterns P = {P1, P2, . . . , Pr} over an alphabet Σ, the maximal trie of
P is the trie T max

P obtained by merging into a single node the roots of the linear tries
TP1 , TP2 , . . . , TPr relative to the patterns P1, P2, . . . , Pr, respectively. Strictly speaking,
the maximal trie is a nondeterministic trie, as property (i) above may not hold at the
root.

The directed acyclic word graph (DAWG) for a finite set of patterns P is a data
structure representing the set Fact(P). To describe it precisely, we need the follow-
ing definitions. Let us denote by end-pos(u) the set of all positions in P where an
occurrence of u ends, for u ∈ Σ∗; more formally, we put

end-pos(u) =Def {(P, j) | u w Pj, with P ∈ P and |u| − 1 ≤ j < |P |} .

For instance, we have end-pos(ε) = {(P, j) | P ∈ P and −1 ≤ j < |P |}, since ε w Pj,
for each P ∈ P and −1 ≤ j < |P | (we recall that P−1 = ε, by convention).

We also define an equivalence relation RP over Σ∗ by putting

u RP v = end-pos(u) = end-pos(v) , (2)

for u, v ∈ Σ∗, and denote by RP (u) the equivalence class of RP containing the string
u. Also, we put

val(RP (u)) =Def the longest string in the equivalence class RP (u) . (3)

Then the DAWG for a finite set P of patterns is a directed acyclic graph (V,E) with
an edge labeling function lbl(), where

V = {RP (u) |u ∈ Fact(P)}

E = {(RP (u), RP (uc)) | u ∈ Σ∗, c ∈ Σ, uc ∈ Fact(P)},

and lbl(RP (u), RP (uc)) = c, for u ∈ Σ∗, c ∈ Σ such that uc ∈ Fact(P) (cf. [13]).

3 Exact String Matching

Given a text t of length n and a pattern P of length m over some alphabet Σ of size
σ, the exact single string matching problem consists in finding all occurrences of the
pattern P in the text t.

Applications require two kinds of solutions depending on which string, the pattern
or the text, is given first. Algorithms based on the use of automata or combinatorial
properties of strings are commonly implemented to preprocess the pattern and solve
the first kind of problem. This kind of problem is generally referred as online string
matching. The notion of indexes realized by trees or automata is used instead in the
second kind of problem, generally referred as offline string matching. In this paper
we are only interested in algorithms of the first kind.

Online string matching algorithms (hereafter simply string matching algorithms)
can be divided into three classes: algorithms which solve the problem by making

4



use only of comparisons between characters, algorithms which make use of deter-
ministic automata and algorihtms which simulate nondeterministic automata using
bit-parallelism.

Most string matching algorithms generally work as follows. They scan the text
with the help on a window of the text whose size is generally equal to m. For each
window of the text they check the occurrence of the pattern (this specific work is
called an attempt) by comparing the characters of the window with the characters
of the pattern, or by performing transitions on some kind of automaton, or by using
some kind of filtering method. After a whole match of the pattern or after a mismatch
they shift the window to the right by a certain number of positions. This mechanism
is usually called the sliding window mechanism. At the beginning of the search they
align the left ends of the window and the text, then they repeat the sliding window
mechanism until the right end of the window goes beyond the right end of the text. We
associate each attempt with the position s in the text where the window is positioned,
i.e., T [s . . s+m− 1].

The worst case lower bound of the string matching problem is O(n). The first
algorithm to reach the bound was given by Morris and Pratt [51] later improved by
Knuth, Morris and Pratt [48]. The reader can refer to Section 7 of [48] for historical
remarks. Linear algorithms have been developed also based on bit-parallelism [10].
An average lower bound in O(n logm/m) (with equiprobability and independence of
letters) has been proved by Yao in [66].

Many string matching algorithms have been also developed to obtain sublinear
performance in practice (see [24]). Among them the Boyer-Moore algorithm [14] de-
serves a special mention, since it has been particularly successful and has inspired
much work. Among the most efficient comparison based algorithms we mention the
well known Horspool [41] and Quick-Search [63] algorithms which, despite their
quadratic worst case time complexity, show a sublinear behavior.

Automata based solutions have been also developed to design algorithms which
have optimal sublinear performance on average. This is done by using factor au-
tomata [12, 2], data structures which identify all factors of a word. Among them
the Backward Oracle Matching algorithm [2] is one of the most efficient algorithms
especially for long patterns.

For short patterns, algorithms based on bit-parallelism are among the most effi-
cient in practice. We will review them, especially the most recent ones, in the follow-
ing. The reader is referred to [34] for a recent survey and to [33] for an experimental
comparison study.

3.1 Standard Algorithms

The Shift-And algorithm simulates the behavior of the non-deterministic string match-
ing automaton (NSMA, for short) that recognizes the language Σ∗P for a given string
P of length m.

The bit-parallel representation of the automaton NSMA(P ) uses an array B of
|Σ| bit-vectors, each of size m, where the i-th bit of B[c] is set iff δ(qi, c) = qi+1 or
equivalently iff P [i] = c, for c ∈ Σ, 0 ≤ i < m. Automaton configurations δ∗(q0, S) on
input S ∈ Σ∗ are then encoded as a bit-vector D of m bits (the initial state does not
need to be represented, as it is always active), where the i-th bit of D is set iff state
qi+1 is active, i.e. qi+1 ∈ δ∗(q0, S), for i = 0, . . . ,m − 1. For a configuration D of the
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NFA, a transition on character c can then be implemented by the following bitwise
operations

D ← ((D � 1) | 1) & B[c] .

The bitwise Or with 1 (represented as 0m−11) is performed to take into account
the self-loop labeled with all the characters in Σ on the initial state. When a search
starts, the initial configuration D is initialized to 0m. Then, while the text is read
from left to right, the automaton configuration is updated for each text character, as
described before. If the final state is active after reading character at position j in
the text we report a match at position j −m+ 1.

The Shift-Or algorithm [10] uses the complementary technique of the Shift-And
algorithm. In particular an active state of the automaton is represented with a zero
bit while ones represent non active states. The algorithm updates the state vector D
in a similar way as in the Shift-And algorithm, but is based on the following basic
shift-or operation:

D ← (D � 1) | B[c].

Then an occurrence of the pattern is reported if the bit which identifies the final state
is set to 0. Both Shift-And and Shift-Or algorithms achieve O(ndm/ωe) worst-case
time and require O(σdm/ωe) extra-space.

The Backward-Non-deterministic-DAWG-Matching algorithm (BNDM) simulates
the non-deterministic factor automaton for P̄ with the bit-parallelism technique, using
an encoding similar to the one described before for the Shift-And algorithm.

The BNDM algorithm encodes configurations of the automaton in a bit-vector D
of m bits (the initial state and state q0 are not represented). The i-th bit of D is set
iff state qi+1 is active, for i = 0, 1, . . . ,m − 1, and D is initialized to 1m, since after
the ε-closure of the initial state I all states qi represented in D are active. The first
transition on character c is implemented as D ← (D & B[c]), while any subsequent
transition on character c can be implemented as

D ← ((D � 1) & B[c]) .

The BNDM algorithm works by shifting a window of length m over the text.
Specifically, for each window alignment, it searches the pattern by scanning the cur-
rent window backwards and updating the automaton configuration accordingly. Each
time a suffix of P̄ (i.e., a prefix of P ) is found, namely when prior to the left shift the
m-th bit of D&B[c] is set, the window position is recorded. An attempt ends when
either D becomes zero (i.e., when no further prefixes of P can be found) or the algo-
rithm has performed m iterations (i.e., when a match has been found). The window
is then shifted to the start position of the longest recognized proper prefix. The time
and space complexities of the BNDM algorithm are O(dm2/ωe) and O(σdm/ωe),
respectively.

The bit-parallel encoding used in the Shift-And and BNDM algorithms requires
one bit per pattern symbol, for a total of dm/ωe computer words. Bit-parallel algo-
rithms are extremely fast as long as a pattern fits in a computer word. Specifically,
when m ≤ ω, the Shift-And and BNDM algorithms achieve O(n) and O(nm) time
complexity, respectively, and require O(σ) extra space.

When the pattern size m is larger than ω, the configuration bit-vector and all
auxiliary bit-vectors need to be splitted over mω multiple words. For this reason the
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performance of the Shift-And and BNDM algorithms, and of bit-parallel algorithms
more in general, degrades considerably as mω grows.

Much work has been done in recent years in order to improve the performance of
bit parallel algorithms. In the following sections we review in details such solutions.

3.2 Fast Variants of the BNDM Algorithm

A simplified version of the BNDM algorithm (SBNDM for short) has been presented
in [61]. Independently, Navarro has adopted a similar approach earlier in the code of
his NR-grep [55]. The SBNDM algorithm differs from the original algorithm in the
main loop where it skips the examining of longest prefixes. If s is the current alignment
position in the text and j is the number of updates done in the window, then the
algorithm simply sets s + m − j + 1 to be the start position of the next alignment.
Moreover, if a complete match is found, the algorithm advances the window of δ
positions to the right, where the value δ is the length of the longest prefix of the
pattern which is also a suffix of P . The value of δ is computed in a preprocessing
phase in O(m)-time.

Despite the fact that the average length of the shift is reduced, the innermost loop
of the algorithm becomes simpler leading to better performance in practice.

Another fast variant of the BNDM algorithm was presented during a talk [39].
When the pattern is aligned with the text window T [s . . s + m− 1] the state vector
D is not initialized to 1m, but is initialized according with the rightmost 2 characters
of the current window. More formally the algorithm initializes the bit mask D as

D ← (B[T [s+m− 1]]� 1) & B[T [s+m− 2]].

Then the main loop starts directly with a test on D. If D = 0 the algorithm performs
directly a shift of m− 1 positions to the right. Otherwise a standard BNDM loop is
executed starting at position s+m− 3 of the text.

The resulting algorithm, called BNDM2, turns out to be faster than the origi-
nal BNDM algorithm in practical cases. Moreover the same improvements presented
above can be applied also to BNDM2, obtaining the variant SBNDM2.

In [39] the authors presented also two improvements of the BNDM algorithm by
combining it with the Horspool algorithm [41] according to the dominance of either
methods. If the BNDM algorithm dominates then they suggest to use for shifting
a simple modification of the Horspool bad character rule [41]. In particular, if the
test in the main loop finds D equal to 0, the algorithm shifts the current window of
d[T [s+ 2m− 1]] positions to the right, where the function d : Σ → {m+ 1, . . . , 2m}
is defined as d(c) = m + hbc

P
(c), for c ∈ Σ. If D if found to be greater than 0, then

a standard loop of the BNDM algorithm is performed followed by a standard shift.
The resulting algorithm is called BNDM-BMH.

Otherwise, if the Horspool algorithm dominates, the authors suggest to replace
the standard naive check of Horspool algorithm with a loop of the BNDM algorithm,
which generally is faster and simpler. At the end of each verification the pattern is
advanced according to the shift proposed by the BNDM algorithm, which increases
the shift defined by table d for the last symbol of the pattern. The resulting variant
is called BMH-BNDM.

All variants of the BNDM algorithm listed above maintain the same O(ndm/we)-
time and O(σdm/we)-space complexity of the original algorithm.
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3.3 Forward SBNDM Algorithm

The Forward-SBNDM algorithm [32] (FSBNDM for short) is the bit-parallel version
of the Forward-BOM algorithm [32].

The algorithm makes use of the non-deterministic automaton NDawg(P̄ ) aug-
mented of a new initial state in order to take into account the forward character
(character next to the right of the window) of the current window of the text. The
resulting automaton has m+1 different states and needs m+1 bits to be represented.
Thus the FSBNDM algorithm is able to search only for patterns with 1 ≤ m < ω,
where ω is the dimension of a word in the target machine.

For each character c ∈ Σ, a bit vector B[c] of length m + 1 is initialized in the
preprocessing phase. The i-th bit is 1 in this vector if c appears in the reversed pattern
in position i− 1, otherwise it is 0. The bit of position 0 is always set to 1.

According to the SBNDM and FBOM algorithms the main loop of each iteration
starts by initializing the state vectorD with two consecutive text characters (including
the forward character) as follows

D ← (B[T [j + 1]]� 1) & B[T [j]]

where j is the right end position of the current window of the text.
Then, if D 6= 0, the same kind of right to left scan in a window of size m is

performed as in the SBNDM, starting from position j − 1. Otherwise, if D = 0,
the window is advanced m positions to the right, instead of m − 1 positions as in
the SBNDM algorithm. The resulting algorithm obtains the same O(ndm/we)-time
complexity of the BNDM algorithm but turns out to be faster in practical cases,
expecially for small alphabets and short patterns.

3.4 Two-Way-Non-deterministic-DAWG-Matching Algorithm

The Two-Way-Non-deterministic-DAWG-Matching algorithm (TNDM for short) was
introduced in [61]. It is a two way variant of the BNDM algorithm which uses a
backward search and a forward search alternately.

Specifically, when the pattern P is aligned with the text window T [j−m+ 1 . . j],
different cases can be distinguished. If P [m − 1] is equal to T [j] or if T [j] does not
occur in P the algorithm works as in BNDM by scanning the text from right to left
with the automaton NDawg(P̄ ). In contrast, when T [j] 6= P [m− 1], but T [j] occurs
elsewhere in P , the TNDM algorithm scans forward starting from character T [j].

The main idea is related with the Quick-Search algorithm which uses the text
position immediately to the right of the current window of the text for determining
the shift advancement. Because T [j] 6= P [m − 1] holds, we know that there will
be a shift forward anyway before the next occurrence is found. Thus the algorithm
examines text characters forward one by one until it finds the first position k such
that T [j . . k] does not occur in P or T [j . . k] is a suffix of P . This is done by scanning
the text, from left to right, with the automaton NDawg(P ).

If a suffix is found the algorithm continues to examine backwards starting from
the text position j − 1. This is done by resuming the standard BNDM operation.
To be able to resume efficiently examining backwards, the algorithm preprocesses the
length of the longest prefixes of the pattern in the case a suffix of the pattern has been
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recognized by the BNDM algorithm. This preprocessing can be done in O(m)-time
and -space complexity.

Experimental results presented in [61] indicate that on the average the TNDM
algorithm examines less characters than BNDM. However average running time is
worse than BNDM.

In order to improve the performance the authors proposed further enhancements
of the algorithm. In particular if the algorithm finds a character which does not
occur in P , while scanning forward, it shifts the pattern entirely over it. This test
is computationally light because after a forward scan only the last character can be
missing from the pattern. The test reduces the number of fetched characters but is
beneficial only for large alphabets. The resulting algorithm has been called TNBMa.

Finally in [39] the authors proposed a further improvement of the TNBM algo-
rithm. They observed that generally the forward scan for finding suffixes dominates
over the BNDM backward scan. Thus they suggested to substitute the backward
BNDM check with a naive check of the occurrence, when a suffix is found. The algo-
rithm was called Forward-Non-deterministic-DAWG-Matching (FNDM for short). It
achieves better results on average than the TNDM algorithm.

All the algorihtms listed above have an O(ndm/we)-time complexity and require
O(σdm/we) extra space.

3.5 Bit Parallel Wide Window Algorithm

The Bit Parallel Wide Window algorithm [38] (BPWW for short) is the bit parallel
version of the Wide-Window algorithm [38].

The BPWW algorithm divides the text in dn/me consecutive windows of length
2m− 1. Each search attempt, on the text window T [j −m+ 1 . . j +m− 1] centered
at position j, is divided into two steps. The first step consists in scanning the m
rightmost characters of the window, i.e. the subwindow T [j . . j +m− 1], from left to
right, using the automaton NDawg(P ), until a full match occurs or the vector state
which encodes the automaton becomes zero. At the end of the first step the BPWW
algorithm has computed the length ` of the longest suffix of P in the right part of
the window. If ` > 0, the second step is performed. It consists in scanning the m− 1
leftmost characters of the window, i.e. the subwindow T [j−m+ 1 . . j−1], from right
to left using the NSMA(P̄ ) and starting with state ` of the automaton. This is done
until the length of the remembered suffix of p, given by `, is too small for finding an
occurrence of p. Occurrences of p in T are only reported during the second phase.

The BPWW algorithm requires O(σdm/we) extra space and inspects O(n) text
characters in the worst case. Moreover it inspects O(n logm/m) characters in the
average case.

3.6 Shift Vector Matching Algorithm

Many bit parallel algorithms do not remember text positions which have been checked
during the previous alignments. Thus, in certain cases, if the shift is shorter than the
pattern length some alignment of the pattern may be tried in vain. In [61] an algo-
rithm, called Shift-Vector-Matching (SVM for short), was introduced which maintains
partial memory. Specifically the algorithm maintains a bit vector S, called shift-vector,
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which tells those positions where an occurrence of the pattern can or cannot occur.
A text position is rejected if we have an evidence that an occurrence of the pattern
cannot end at that position. For convention a bit set to zero denotes a text position
not yet rejected.

The shift-vector has length m and maintains only information corresponding to
text positions in the current window. While moving the pattern forward the algorithm
shifts also the shift-vector so that the bits corresponding to the old knowledge go off
from the shift-vector. Thus the bit corresponding to the end of the pattern is the
lowest bit and the shift direction is to the right.

During the preprocessing phase the SVM algorithm creates a bit-vector C for each
character of the alphabet. In particular for each c ∈ Σ, the bit-vector C[c] has a zero
bit on every position where the character c occurs in the pattern, and one elsewhere.
Moreover the algorithm initializes the shift-vector S, in order to keep track of possible
end positions of the pattern, by setting all bits of S to zero.

During the searching phase the algorithm updates the shift-vector by taking or
with the bit-vector corresponding to text character aligned with the rigthmost char-
acter of the pattern. Then, if the lowest bit of S is one, a match cannot end here and
the algorithm shifts the pattern of ` positions to the right, where ` is the number
of ones which preceed the rightmost zero in the shift-vector S. In addition the SVM
algorithm also shifts the shift-vector of ` positions to the right.

Otherwise, if the lowest bit in S is zero the algorithm continues by naively checking
text characters for the match. In addition the shift-vector S is updated with all
characters that were fetched during verifying of alignments.

The value of ` is efficiently computed by using the bitwise operations ` = bsf(∼(S �
1)) + 1, where we recall that the bsf function returns the number of zero bits before
the leftmost bit set to 1.

The resulting algorithm has an O(ndm/we) worst case time complexity and re-
quires O(σdm/we) extra space. However the SVM algorithm is sublinear in practice,
because at the same alignment it fetches the same text characters as the Horspool
algorithm and can never make shorter shifts.

3.7 Average Optimal Algorithms

Fredriksson and Grabowski presented in [35] a new bit-parallel algorithm, based on
Shift-Or, with an optimal average running time, as well as optimal O(n) worst case
running time, if we assume that the pattern representation fits into a single computer
word. The algorithm is called Average-Optimal-Shift-Or algorithm (AOSO for short).
Experimental results presented by the authors show that the algorithm is the fastest
in most of the cases in which it can be applied displacing even the BNDM family of
algorithms.

Specifically the algorithm takes a parameter q, which depends on the length of
the pattern. Then from the original pattern P a set P of q new patterns is generated,
P = {P 0, P 1, . . . , P q−1}, where each P j has length m′ = bm/qc and is defined as

P j[i] = P [j + iq], j = 0, . . . , q − 1, i = 0, . . . , bm/qc − 1

The total length of the pattern P j is qbm/qc ≤ m.
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The set of patterns is then searched simultaneously using the Shift-Or algorithm.
All the patterns are preprocessed together, in a similar way as in the Shift-Or algo-
rithm, as if they were concatenated in a new pattern P ′ = P 0P 1 · · ·P q−1. Moreover
the algorithm initializes a mask M which has the bits of position (j + 1)m′ set to 1,
for all j = 0, . . . , q − 1.

During the search the set P is used as a filter for the pattern P , so that the
algorithm needs only to scan every q-th character of the text. If the pattern P j

matches, then the (j + 1)m′-th bit in the bit vector D is zero. This is detected with
the test (D&M) 6= M . The bits in M have also to be cleared in D before the shift
operation, to correctly initialize the first bit corresponding to each of the successive
patterns. This is done by the bitwise operation (D& ∼M).

If P j is found in the text, the algorithm naively verifies if P also occurs, with
the corresponding alignment. To efficiently identify which patterns in P match, the
algorithm sets D ← (D&M)∧M , so that the (j + 1)m′-th bit in D is set to 1 if P j

matches and all other bits are set to 0. Then the algorithm extracts the index j of
the highest bit in D set to 1 with the operation

b← blog2(D)c, j ← bb/m′c

The corresponding text alignment is then verified. Finally, the algorithm clears the
bit b in D and repeats the verification until D becomes 0.

In order to keep the total time at most O(n/q) on average, it is possible to select
q so that n/q = mn/σm/q, i.e. q = O(m/logσm). the total average time is therefore
O(n logσm/m), which is optimal.

3.8 Bit-Parallel Algorithms with q-grams

The idea of using q-grams for shifting was applied successfully to bit parallel algo-
rithms in [30].

First, the authors presented a variation of the BNDM algorithm called BNDMq.
Specifically, at each alignment of the pattern with the current window of the text
ending at position j, the BNDMq algorithm first reads a q-gram before testing the
state vector D. This is done by initializing the state vector D at the beginning of the
iteration in the following way

D ← B[T [j − q + 1]] & (B[T [j − q]]� 1) & · · · & (B[T [j]]� (q − 1)).

If the q-gram is not present in the pattern the algorithm quickly advances the
window of m − q + 1 positions to the right. Otherwise the inner while loop of the
BNDM algorithm checks the alignment of the pattern in the right-to-left order. In
the same time the loop recognizes prefixes of the pattern. The leftmost found prefix
determines the next alignment of the algorithm.

The authors presented also a simplified variant of the BNDMq algorithm (called
SBNDMq) along the same line of the SBNDM algorithm [61, 55] (see Section 3.2).

Finally the authors presented also an efficient q-grams variant of the Forward-
Non-deterministic-DAWG-Matching algorithm [39]. The resulting algorithm is called
UFNDMq, where the letter U stands for upper bits because the algorithm utilizes
those in the state vector D.
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The idea of the original algorithm is to read every m-th character c of the text
while c does not occur in the pattern. If c is present in the pattern, the correspond-
ing alignments are checked by the naive algorithm. However, while BNDM and its
descendants apply the Shift-And approach, FNDM uses Shift-Or.

Along the same line of BNDMq, the UFNDMq algorithm reads q characters before
testing the state vector D. Formally the state vector D is initialized as follow

D ← B[T [j]] | (B[T [j − 1]]� 1) | · · · | (B[T [j − q + 1]]� (q − 1)).

A candidate is naively checked only if at least q characters are matched.

Finally we notice that a similar approach adopted in [47] can be used for BNDMq
and SBNDMq. In particular in [30] the authors developed three versions for both
BNDMq and SBNDMq.

3.9 Bit-(Parallelism)2 Algorithms for Short Patterns

Bit-parallelism2 is a technique recently introduced in [22] which increases the in-
struction level parallelism in string matching algorithms, a measure of how many
operations in an algorithm can be performed simultaneously.

The idea is quite simple: when the pattern size is small enough, in favorable
situations it becomes possible to carry on in parallel the simulation of multiple copies
of a same NFA or distinct NFAs, thus getting to a second level of parallelism.

Two different approaches have been presented. According to the first approach,
if the algorithm searches for the pattern in fixed-size text windows then, at each at-
tempt, it processes simultaneously two (adjacent or partially overlapping) text win-
dows by using in parallel two copies of a same automaton.

Differently, according to the second approach, if each search attempt of the al-
gorithm can be divided into two steps (which possibly make use of two different
automata) then it executes simultaneously the two steps.

By way of demonstration the authors applied the two approaches to the bit-parallel
version of the Wide-Window algorithm [38], but their approaches can be applied as
well to other (more efficient) solutions based on bit-parallelism.

In both variants of the BPWW algorithm(see Section 3.5), a word of ω bits is
divided into two blocks, each being used to encode a NDawg . Thus, the maximum
length of the pattern gets restricted to bω/2c. Moreover both of them searches for all
occurrences of the pattern by processing text windows of fixed size 2m−1, where m is
the length of the pattern. For each window, centered at position j, the two algorithms
computes the sets Sj and Pj, defined as the sets all starting positions (in P ) of the
suffixes (and prefixes, respectively) of P aligned with position j in T .

More formally

Sj = {0 ≤ i < m | P [i . .m− 1] = T [j . . j +m− 1− i]} ;
Pj = {0 ≤ i < m | P [0 . . i] = T [j − i . . j]} .

Taking advantage of the fact that an occurrence of P is located at position (j− k) of
T if and only if k ∈ Sj ∩ Pj, for k = 0, . . . ,m− 1, the number of all the occurrences
of p in the attempt window centered at j is readily given by the cardinality |Sj ∩Pj|.

In the bit-parallel implementation of the two variants of the BPWW algorithm
the sets P and S are encoded by two bit masks PV and SV , respectively. The
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nondeterministic automata NDawg(P ) and NDawg(P̄ ) are then used for searching
the suffixes and prefixes of P on the right and on the left parts of the window,
respectively. Both automata state configurations and final state configuration can be
encoded by the bit masks D and M = (1 � (m − 1)), so that (D & M) 6= 0 will
mean that a suffix or a prefix of the search pattern P has been found, depending on
whether D is encoding a state configuration of the automaton NDawg(P ) or of the
automaton NDawg(P̄ ). Whenever a suffix (resp., a prefix) of length (` + 1) is found
(with ` = 0, 1, . . . ,m− 1), the bit SV [m− 1− `] (resp., the bit PV [`]) is set by one
of the following bitwise operations:

SV ← SV | ((D & M)� `) (in the suffix case)
PV ← PV | ((D & M)� (m− 1− `)) (in the prefix case) .

If we are only interested in counting the number of occurrences of P in T , we
can just count the number of bits set in (SV & PV ). This can be done in log2(ω)
operations by using a popcount function, where ω is the size of the computer word in
bits (see [9]). Otherwise, if we want also to retrieve the matching positions of P in T ,
we can iterate over the bits set in (SV & PV ) by repeatedly computing the index of
the highest bit set and then masking it. The function that computes the highest bit
set of a register x is blog2(x)c, and can be implemented efficiently in either a machine
dependent or machine independent way (see again [9]).

In the first variant (based on the first approach), named Bit-Parallel Wide-Window2

(BPWW2, for short), two partially overlapping windows size 2m−1, centered at con-
secutive attempt positions j−m and j, are processed simultaneously. Two automata
are represented in a single word and updated in parallel.

Specifically, each search phase is again divided into two steps. During the first
step, two copies of NDawg(P ) are operated in parallel to compute simultaneously the
sets Sj−m and Sj. Likewise, in the second step, two copies of NDawg(P̄ ) are operated
in parallel to compute the sets Pj−m and Pj.

To properly detect suffixes in both windows, the bit mask M is initialized as

M ← (1� (m+ k − 1)) | (1� (m− 1))

and transitions are performed in parallel with the following bitwise operations

D ← (D � 1) & ((B[T [j −m+ `]]� k) | B[T [j + `]]) (in the first phase)
D ← (D � 1) & ((C[T [j −m− `]]� k) | C[T [j − `]]) (in the second phase) ,

for ` = 1, . . . ,m− 1 (when ` = 0, the left shift of D does not take place).

Since two windows are simultaneously scanned at each search iteration, the shift
becomes 2m, doubling the length of the shift with respect to the BPWW algorithm.

The second variant of the BPWW algorithm (based on the second approach) was
named Bit-Parallel2 Wide-Window algorithm (BP2WW, for short). The idea behind
it consists in processing a single window at each attempt (as in the original BPWW
algorithm) but this time by scanning its left and right sides simultaneously.

Automata state configurations are again encoded simultaneously in a same bit
mask D. Specifically, the most significant k bits of D encode the state of the suffix
automaton NDawg(P ), while the least significant k bits of D encode the state of
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the suffix automaton NDawg(P̄ ). The BP2WW algorithm uses the following bitwise
operations to perform transitions3 of both automata in parallel:

D ← (D � 1) & ((B[T [j + `]]� k) | C[T [j − `]]) ,

for ` = 1, . . . ,m − 1. Note that in this case the left shift of k positions can be
precomputed in B by setting B[c]← B[c]� k, for each c ∈ Σ.

Using the same representation, the final-states bit mask M is initialized as

M ← (1� (m+ k − 1)) | (1� (m− 1)) .

At each iteration around an attempt position j of T , the sets Sj and P∗j are computed,
where Sj is defined as in the case of the BPWW algorithm, and P∗j is defined as
P∗j = {0 ≤ i < m | P [0 . .m− 1− i] = T [j − (m− 1− i) . . j]}, so that Pj = {0 ≤ i <
m | (m− 1− i) ∈ P∗j }.

The sets Sj and P∗j can be encoded with a single bit mask PS, in the right-
most and the leftmost k bits, respectively. Positions in Sj and P∗j are then updated
simultaneously in PS by executing the following operation:

PS ← PS | ((D & M)� `) .

At the end of each iteration, the bit masks SV and PV are retrieved from PS with
the following bitwise operations:

PV ← reverse(PS)� (ω −m) , SV ← PS � k ,

In fact, to obtain the correct value of PV we used bit-reversal modulo m, which has
been easily achieved by right shifting reverse(PS) by (ω −m) positions. We recall
that the reverse function can be implemented efficiently with O(log2(ω)) operations.

Both BPWW2 and BP2WW algorithms need dm/ωe words to represent all bit
masks and have an O(ndm/ωe+ bn/mc log2(ω)) worst case time complexity.

3.10 The Bit-Parallel Length Invariant Matcher

The general problem in all bit parallel algorithms is the limitation defined on the
length of the input pattern, which does not permit efficient searching of strings longer
than the computer word size.

In [49] the author proposed a method, based on bit parallelism, with the aim
of searching patterns independently of their lengths. The algorithm was called Bit-
Parallel Length Invariant Matcher (BLIM for short). In contrast with the previous
bit parallel algorithms, which require the pattern length not to exceed the computer
word size, BLIM defines a unique way of handling strings of any length.

Given a pattern P , of length m, the algorithm ideally computes an alignment
matrix A which consists of ω rows, where ω is the size of a word in the target machine.
Each row rowi , for 0 ≤ i < ω , contains the pattern right shifted by i characters.
Thus, A contains wsize = ω + m − 1 columns. During the preprocessing phase the
algorithm computes a mask matrix M of size |Σ|×wsize, where M [c, h] = bω−1 . . . b1b0

3 For ` = 0, D is simply updated by D ← D & ((B[T [j + l]]� k) | C[T [j − l]]).
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is a bit vector of ω bits, for c ∈ Σ and 0 ≤ h < wsize. Specifically the i-th bit, bi of
M [c, h] is defined as

bi =

{
0 if (0 ≤ h− i < m) and (c = P [h− i])
1 otherwise .

The main idea of BLIM is to slide the alignment matrix over the text, on windows
of size wsize, and at each attempt check for any possible placements of the pattern.

The characters of the window are visited in order to perform the minimum number
of character accesses. Specifically the algorithm checks the characters at positions
m − i, 2m − i, . . . , km − i, where km − i < wsize, for i = 1, 2, . . . ,m in order. The
main idea behind this ordering is to investigate the window in such a way that at
each character access a maximum number of alignments is checked. The scan order
is precomputed and stored in a vector S of size wsize.

When the window is located at T [i . . i+ wsize− 1], a flag variable F is initialized
to the mask value M [T [i+S[0]], S[0]]. The traversal of other characters of the window
continues by performing the following basic bitwise operation

F ← F&M [T [i+ S[j]], S[j]]

for j = 1, . . . ,wsize, till the flag F becomes 0 or all the characters are visited. If F
becomes 0, this implies that the pattern does not exist on the window. Otherwise,
one or more occurrences of the pattern are detected at the investigated window. In
that case, the 1 bits of the flag F tells the exact positions of occurrences.

At the end of each attempt the BLIM algorithm uses the shift mechanism pro-
posed in the Quick-Search algorithm [42]. The immediate text character following the
window determines the shift amount. If that character is included in the pattern then
the shift amount is wsize− k, where k = max{i | P [i] = T [s+ wsize]}, otherwise the
shift value is equal to wsize + 1.

The BLIM algorithm has aO(dn/ωe(ω+m−1)) overall worst case time complexity
and requires O(Σ × (ω +m− 1))-extra space.

3.11 Bit-Parallel Algorithms for Long Patterns

In [57] the authors introduced an efficient method, based on bit-parallelism, to search
for patterns longer than w. Their approach consists in constructing an automaton
for a substring of the pattern fitting in a single computer word, to filter possible
candidate occurrences of the pattern. When an occurrence of the selected substring is
found, a subsequent naive verification phase allows to establish whether this belongs
to an occurrence of the whole pattern. However, besides the costs of the additional
verification phase, a drawback of this approach is that, in the case of the BNDM
algorithm, the maximum possible shift length cannot exceed w, which could be much
smaller than m.

Later in [61] another approach for long patterns was introduced, called LBNDM.
In this case the pattern is partitioned in bm/kc consecutive substrings, each consisting
in k = b(m − 1)/ωc + 1 characters. The m − kbm/kc remaining characters are left
to either end of the pattern. Then the algorithm constructs a superimposed pattern
P ′ of length bm/kc, where P ′[i] is a class of characters including all characters in the
i-th substring, for 0 ≤ i < bm/kc.
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The idea is to search first the superimposed pattern in the text, so that only every
k-th character of the text is examined. This filtration phase is done with the standard
BNDM algorithm, where only the k-th characters of the text are inspected. When
an occurrence of the superimposed pattern is found the occurrence of the original
pattern must be verified.

The shifts of the LBNDM algorithm are multiples of k. To get a real advantage of
shifts longer than that proposed by the approach of Navarro and Raffinot, the pattern
length should be at least about two times ω.

More recently Durian et al. presented in [31] another efficient algorithm for sim-
ulating the suffix automaton in the case of long patterns. The algorithm is called
BNDM with eXtended Shift (BXS). The idea is to cut the pattern into dm/we con-
secutive substrings of length w except for the rightmost piece which may be shorter.
Then the substrings are superimposed getting a superimposed pattern of length w. In
each position of the superimposed pattern a character from any piece (in correspond-
ing position) is accepted. Then a modified version of BNDM is used for searching
consecutive occurrences of the superimposed pattern using bit vectors of length w
but still shifting the pattern by up to m positions. The main modfication in the
automaton simulation consists in moving the rightmost bit, when set, to the

first position of the bit array, thus simulating a circular automaton. Like in the
case of the LBNDM, algorithm the BXS algorithm works as a filter algorithm, thus an
additional verification phase is needed when a candidate occurrence has been located.

3.12 A bit-parallel algorithm for small alphabets

The bit-parallel algorithm for small alphabets (SABP for short) [67] consists in scan-
ning the text with a window of size ` = max{m+ 1, ω}. At each attempt, where the
window is positioned on T [j . . j + `− 1] it maintains a vector of ω bits whose bit at
position ω − 1− i is set to 0 if P cannot be equal to T [j + i . . j +m− 1 + i].

The preprocessing phase consists in computing:

– an array T of max{m,ω} × σ vectors of ω bits as follows:

T [j, c]ω−1−i =

{
0 if 0 ≤ j − i < ω and P [j − i] 6= c

1 if j − i 6∈ [0, ω) or P [j − i] = c

for 0 ≤ j < `, 0 ≤ i < ω and c ∈ Σ.
– an array T ′ of σ vectors of ω bits as follows:

T ′[c] = (T [m− 1, c]� 1) | 10ω−1

for c ∈ Σ.
– the Quick Search bad character rule qbc

P
[42].

Then during the searching phase the algorithm maintains a vector F of ω bits such
that when the window of size ` is positioned on T [j . . j + ` − 1] the bit at position
ω − 1 − i of F is equal to 0 if P cannot be equal to T [j + i . . j + m − 1 + i] for
0 ≤ j ≤ n− ` and 0 ≤ i < ω. Initially all the bits of F are set to 1. At each attempt
the algorithm first scan T [j +m− 1] and T [j + ω − 1] as follows:

F = F & T [m− 1, T [j +m− 1]] & T [ω − 1, T [j + ω − 1]]
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then it scans T [j +m− 2] and T [j +m] as follows:

F = F & T [m− 2, T [j +m− 2]] & T ′[j +m]

and finally it scans T [j + k] for k = m− 3, . . . , 0 as follows:

F = F & T [k, T [j + k]]

while Fω−1 = 1. If all the characters have been scanned and Fω−1 = 1 then an
occurrence of the pattern is reported and Fω−1 is set to 0. In all cases a shift of the
window is performed by taking the maximum between the Quick Search bad character
rule and the difference between ω and the position of the righmost bit of value 1 in
F which can be computed by ω − blog2 F c. The bit-vector F is shifted accordingly.

The preprocessing phase of the SABP algorithm has an O(mσ) time and space
complexity and the searching phase has an O(mn) time complexity.

3.13 Tighter packing for bit-parallelism

In order to overcome the problem due to handling long patterns with bit-parallelism,
in [22] a new encoding of the configurations of non-deterministic automata for a given
pattern P of length m was presented, which on the average requires less than m bits
and is still suitable to be used within the bit-parallel framework. The effect is that bit-
parallel string matching algorithms based on such encoding scale much better as m
grows, at the price of a larger space complexity (at most of a factor σ). The authors
illustrated the application of the encoding to the Shift-And and the BNDM algo-
rithms, obtaining two variants named Factorized-Shift-And and Factorized-BNDM
(F-Shift-And and F-BNDM for short). However the encoding can also be applied to
other variants of the BNDM algorithm as well.

The encoding has the form (D, a), where D is a k-bit vector, with k 6 m (on
the average k is much smaller than m), and a is an alphabet symbol (the last text
character read) which will be used as a parameter in the bit-parallel simulation with
the vector D.

The encoding (D, a) is obtained by suitably factorizing the simple bit-vector en-
coding for NFA configurations and is based on the 1-factorization of the pattern.

More specifically, given a pattern P ∈ Σm, a 1-factorization of size k of P is
a sequence 〈u1, u2, . . . , uk〉 of nonempty substrings of P such that P = u1u2 · · ·uk
and each factor uj contains at most one occurrence for any of the characters in the
alphabet Σ, for j = 1, . . . , k. A 1-factorization of P is minimal if such is its size.

For x ∈ Σ∗, let first(x) = x[0] and last(x) = x[|x| − 1]. It can easily be checked
that a 1-factorization 〈u1, u2, . . . , uk〉 of P is minimal if first(ui+1) occurs in ui, for
i = 1, . . . , k − 1.

Observe, also, that dm
σ
e ≤ k ≤ m holds, for any 1-factorization of size k of a string

P ∈ Σm, where σ = |Σ|. The worst case occurs when P = am, in which case P has
only the 1-factorization of size m whose factors are all equal to the single character
string a.

A 1-factorization 〈u1, u2, . . . , uk〉 of a given pattern P ∈ Σ∗ induces naturally
a partition {Q1, . . . , Qk} of the set Q \ {q0} of nonstarting states of the canonical
automaton SMA(P ) = (Q,Σ, δ, q0, F ) for the language Σ∗P .
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Hence, for any alphabet symbol a the set of states Qi contains at most one state
with an incoming arrow labeled a. Indicate with symbol qi,a the unique state q of
SMA(P ) with q ∈ Qi, and q has an incoming edge labeled a.

In the F-Shift-And algorithm the configuration δ∗(q0, Sa) is encoded by the pair
(D, a), where D is the bit-vector of size k such that D[i] is set iff Qi contains an
active state, i.e., Qi ∩ δ∗(q0, Sa) 6= ∅, iff qi,a ∈ δ∗(q0, Sa).

For i = 1, . . . , k− 1, we put ui = ui.first(ui+1). We also put uk = uk and call each
set ui the closure of ui. Plainly, any 2-gram can occur at most once in the closure ui
of any factor of our 1-factorization 〈u1, u2, . . . , uk〉 of P .

In order to encode the 2-grams present in the closure of the factors ui the algorithm
makes use of a |Σ| × |Σ| matrix B of k-bit vectors, where the i-th bit of B[c1, c2] is
set iff the 2-gram c1c2 is present in ui or, equivalently, iff

(last(ui) 6= c1 ∧ qi,c2 ∈ δ(qi,c1 , c2))∨
(i < k ∧ last(ui) = c1 ∧ qi+1,c2 ∈ δ(qi,c1 , c2)) ,

(4)

for every 2-gram c1c2 ∈ Σ2 and i = 1, . . . , k.

To properly take care of transitions from the last state in Qi to the first state in
Qi+1, the algorithm makes also use of an array L, of size |Σ|, of k-bit vectors encoding
for each character c ∈ Σ the collection of factors ending with c. More precisely, the
i-th bit of L[c] is set iff last(ui) = c, for i = 1, . . . , k.

The matrix B and the array L, which in total require (|Σ|2 + |Σ|)k bits, are used

to compute the transition (D, a)
SMA−→ (D′, c) on character c. In particular D′ can be

computed from D by the following bitwise operations:

(i) D ← D & B[a, c]; (ii) H ← D & L[a]; (iii) D ← (D & ∼ H)|(H � 1) .

To check whether the final state qm belongs to a configuration encoded as (D, a),
we have only to verify that qk,a = qm. This test can be broken into two steps: first,
one checks if any of the states in Qk is active, i.e. D[k] = 1; then, one verifies that
the last character read is the last character of uk, i.e. L[a][k] = 1. The test can then
be implemented with the test D & M & L[a] 6= 0k , where M = (1� (k − 1)).

The same considerations also hold for the encoding of the factor automaton
Dawg(P ) in the F-BNDM algorithm. The only difference is in the handling of the
initial state. In the case of the automaton SMA(P ), state q0 is always active, so we
have to activate state q1 when the current text symbol is equal to P [0]. To do so it is
enough to perform a bitwise or of D with 0k−11 when a = P [0], as q1 ∈ Q1. Instead,
in the case of the suffix automaton Dawg(P ), as the initial state has an ε-transition
to each state, all the bits in D must be set, as in the BNDM algorithm.

The preprocessing procedure which builds the arrays B and L has a time com-
plexity of O(|Σ|2 + m). The variants of the Shift-And and BNDM algorithms based
on the encoding of the configurations of the automata SMA(P ) and Dawg(P ) (al-
gorithms F-Shift-And and F-BNDM, respectively) have a worst-case time complex-
ities of O(ndk/ωe) and O(nmdk/ωe), respectively, while their space complexity is
O(|Σ|2dk/ωe), where k is the size of a minimal 1-factorization of the pattern.
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4 Multiple String Matching

Given a set P of r patterns and a text T of length n, all strings over a common finite
alphabet Σ of size σ, the multiple pattern matching problem is to determine all the
occurrences in T of the patterns in P .

Multiple string matching is an important problem in many application areas of
computer science. For example, in computational biology, with the availability of large
amounts of DNA data, matching of nucleotide sequences has become an important
application and there is an increasing demand for fast computer methods for analysis
and data retrieval. Although there are various kinds of comparison tools which pro-
vide aligning and approximate matching, most of them are based on exact matching
in order to speed up the process. Another important usage of multiple pattern match-
ing algorithms appears in network intrusion detection systems as well as in anti-virus
software. The major performance bottleneck of the regarding solutions to these prob-
lems is to achieve high-speed matching required to detect malicious patterns of ever
growing sets.

The first linear solution for the multiple pattern matching problem based on
finite automata is due to Aho and Corasick in [1]. The Aho-Chorasick algorithm
uses a deterministic incomplete finite automaton based on the trie for the input
patterns and on the failure function, a generalization of the border function of the
Knuth-Morris-Pratt algorithm [48]. The optimal average complexity of the problem
is O(n logσ(rlmin)/lmin) [56], where lmin is the length of the shortest pattern in the
set P ; this bound has been achieved by algorithms based on the suffix automaton in-
duced by the DAWG data structure, namely the Backward-DAWG-Matching (BDM)
and Set-Backward-DAWG-Matching (SBDM) algorithms [27, 59].

To simulate efficiently an NFA with the bit-parallelism technique, the states of the
automaton must be mapped into the positions of a bit-vector by a suitable topological
ordering of the NFA.4

In the case of a single pattern, the construction of the topological ordering is
quite simple, since it is unique [10]. Appropriate topological orderings can be ob-
tained also for the maximal trie of a set of patterns, by interleaving the tries of the
single patterns in either a parallel fashion, under the restriction that all the patterns
have the same length [65], or in a sequential fashion [57]. The Shift-And and BNDM
algorithms can be easily extended to the multiple patterns case by deriving the cor-
responding automaton from the maximal trie of the set of patterns. The resulting
algorithms have a O(σdsize(P)/we)-space complexity and work in O(ndsize(P)/we)
and O(ndsize(P)/welmin) worst-case searching time complexity, respectively, where
size(P) =

∑
P∈P |P | is the sum of the lengths of the strings in P .

In both cases, the bit-parallel simulation is based on the following property of the
topological ordering π associated to the trie which allows to encode the transitions
using a shift of k bits and a bitwise and: for each edge (p, q), the distance π(q)−π(p)
is equal to a constant k. In particular when a parallel simulation is carried out the
shift is always of k = r bits.

The above techniques used to extend string matching algorithms based on bit-
parallelism to the multiple-string matching problem consists, on a conceptual basis,

4 We recall that a topological ordering of an NFA is any total ordering < of the set of its states such
that p < q, for each edge (p, q) of the NFA.
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in sequentially concatenating the automata for each pattern. The drawback of this
method is that it is not possible to exploit the prefix redundancy in the patterns, a
property which can be significant in the case of small alphabets. The trie and the
DAWG data structures make it possible to factor common prefixes in the patterns.
However, because of the lack of regularity in such structures, in general, there might
be no topological ordering π such that, for each edge (p, q), the distance π(q)− π(p)
is fixed.

Cantone and Faro presented in [20] a bit-parallel simulation of the Aho-Chorasick
NFA which is able to encode variable length shifts. Their solution is based on a
suitable topological ordering of the NFA, called weakly safe topological ordering, and
distinguish between 1-bit edges, i.e. edges (p, q) such that πq−π(p) = 1, and long-bit
edges, i.e. edges (p, q) such that πq−π(p) > 1. The simulation of long-bit edges is then
simulated using the carry property of addition. In particular a topological ordering π
is said to be weakly safe if, for each c ∈ Σ, the π-intervals of any two distinct long-bit
edges labeled by a same character and not originating from the root of T are disjoint.

They proposed an algorithm, called Multiple-Trie-Shift-And, with a O(σdm/we)-
space and O(ndm/we)-searching time complexity, where m is the number of nodes
in the trie. The construction of the safe topological ordering is based on a DFS
approach and runs in O(L)-time and -space, under suitable hypotheses. However,
such topological orderings do not always exist and the problem of finding one is
probably even intractable.

More recently Cantone, Faro and Giaquinta presented in [23] a new more general
approach to the efficient bit-parallel simulation of the Aho-Chorasick NFAs and suffix
NFAs. When the prefix redundancy is nonnegligible, this method yields a representa-
tion that requires smaller bit-vectors and, correspondingly, less words. Therefore, if
we restrict to single-word bit-vectors, it results that more patterns can be packed into
a word. The construction is based on a result for the Glushkov automaton [60], which
however requires exponential space in the number of states in the NFA to encode the
transition function. They show that, by exploiting the relation between active states
of the NFA and its associated failure function, it is possible to represent the transition
function in polynomial space using a similar encoding.

Indicate with symbol B(c), for c ∈ Σ, the set of states with an incoming transition
labeled by c, and with symbol Follow(q), for q ∈ Q, the set of states reachable from
state q with one transition over a character in Σ. Their solution is based on the
property [60] that, for every q ∈ Q, D ⊆ Q, and c ∈ Σ, we have δ(q, c) = Follow(q)∩
B(c) and δ(D, c) = φ(D) ∩B(c), which is particularly suitable for bit-parallelism, as
set intersection can be readily implemented by the bitwise and operation.

Moreover in order to find an efficient way of storing and accessing the maps φ()
and B() the authors show that each nonempty reachable configuration D can be
represented in terms of a unique state, which will be referred to as lead(D). This will
allow us to represent Φ(D) as Φ̇(lead(D)), where Φ̇ : Q → P(Q) is the map such
that the q-th bit of Φ̇(p) is set if and only if there is a transition to state q originating
from p or any other state belonging to the reachable configuration uniquely identified
by p. Plainly, the map Φ̇ can be stored in O(m2)-space and allows to state that
δ(D, c) = Φ̇(lead(D)) ∩ B(c), which in turn translates readily into the bit-parallel
assignment D ← Φ̇[lead(D)] & B[c].
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They also presented two simple algorithms, based on such a technique, for search-
ing a set P of patterns in a text T of length n over an alphabet Σ of size σ. The al-
gorithms, named Log-And and Backward-Log-And, require O((m+σ)dm/we)-space,
and work in O(ndm/we) and O(ndm/welmin) worst-case searching time, respectively,
where w is the number of bits in a computer word, m is the number of states of the
automaton, and lmin is the length of the shortest pattern in P .

5 Approximate String Matching

Approximate pattern matching is a classic problem in computer science, with appli-
cations in various areas, such as spelling correction, bioinformatics, signal processing,
musical information retrieval. It has been actively studied since the sixties [54].

Approximate pattern matching consists in general in searching for substrings of a
text T that are within a predefined edit distance threshold from a given pattern P .

Let d(x, y) denote the approximate distance between the strings x and y over a
common alphabet Σ, and let k be the maximum allowed distance. Using this notation,
the task of approximate string matching is to find all positions j in the text such that
d(P, T [i..j]) ≤ k, for some i ≤ j.

Perhaps the most common form of edit distance is the Levenshtein edit distance
[50], which is defined as the minimum number of single-character insertions, deletions
and substitutions needed in order to make x and y equal. Other common forms of
edit distances have been studied over the years and solved by using bit-parallelism. In
what follows we survey solutions on approximate string matching under the Damerau
distance, the Swap distance and allowing for gaps.

5.1 String Matching with Levenshtein Distance

Perhaps the most common form of edit distance between two strings P and T is the
Levenshtein edit distance [50], which is defined as the minimum number of single-
character insertions, deletions and substitutions needed in order to make P and T
equal.

In this case the dynamic programming algorithm fills a (|P |+1)×(|T |+1) dynamic
programming table D, where at the end each cell D[i, j] will hold the edit distance
between P [0..i] and T [0..j].

Although the algorithm is not very efficient it is among the most flexible ones to
adapt to different distance functions.

D[i, j] =


i if j = 0
j if i = 0
D[i− 1, j − 1] if i, j > 0 and P [i] = T [j]
1 + min(D[i− 1, j], D[i, j − 1], D[i− 1, j − 1]) otherwise

(5)
Instead of computing the edit distance between strings P and T , the dynamic

programming algorithm can be changed to find approximate occurrences of P some-
where inside T by changing the boundary condition D[i, j] = j with D[i, j] = 0, when
i = 0, that is the empty pattern matches with zero errors at any text position. It was
converted into a search algorithm only in by Seller [62].
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During the last decade, algorithms based on bit-parallelism have emerged as the
fastest approximate string matching algorithms in practice for the Levenshtein edit
distance [54].

The algorithm of Meyers [53] is based on representing the dynamic programming
table D with vertical, horizontal and diagonal differences. This is done by using the
length-m bit-vectors V P , V N (vertical positive and vertical negative vector), HP
and HN (horizontal positive and horizontal negative vector). Specifically V P [i] = 1
at text position j iff D[i, j] − D[i − 1, j] = 1, while V N [i] = 1 at text position j iff
D[i, j]−D[i− 1, j] = −1. A similar definition holds for HP and HN . In addition a
diagonal delta vector R is maintained, where R[i] = 1 at text position j iff D[i, j] =
D[i−1, j−1]. Initially V P = 1m and V N = 0m. The complete formula for computing
the updated vectors at text position j is

R′ = (((B[T [j]] & V P ) + V P ) ∧ V P ) | B[T [j]] | V N
HP ′ = V N | ∼ (R′ | V P )
HN ′ = V P & R′

V P ′ = (HN ′ � 1) | ∼ (R′ | (HP ′ � 1))
V N ′ = (HP ′ � 1) & R′

The current value of the dynamic programming cellD[m, j] can be updated at each
text position j by using the horizontal delta vectors (the initial value is D[m, 0] = m).
A match of the pattern with at most k errors is found wheneverD[m, j] ≤ k. Ifm ≤ w,
the run time of this algorithm is O(n) as there is again only a constant number of
operations per text character. The general run time is O(dm/wen) as a vector of
length m may be simulated in O(dm/we) time using O(dm/we) bit-vectors of length
w.

The bit-parallel approximate string matching algorithm of Wu and Manber [64]
is based on representing a non-deterministic finite automaton (NFA) by using bit-
vectors. The automaton has (k + 1) rows, numbered from 0 to k, and each row
contains m states. Let us denote the automaton as D, its row d as Dr and the state
i on its row r as Dr[i]. The state Dr[i] is active after reading the text up to the j-th
character if and only if ed(P [0..i], T [h..j]) ≤ d for some h ≤ j. An occurrence of
the pattern with at most k errors is found when the state Dk[m] is active. Assume
for now that m ≤ w. Wu and Manber represent each row Dr as a length-m bit-
vector, where the i-th bit tells whether the state Dr[i] is active or not. In addition
they build a length-m match vector for each character in the alphabet. We denote
the match vector for the character c as B[c]. The i-th bit of B[c] is set if and only
if P [i] = c. Initially each vector Dr has the value 0m−r1r (this corresponds to the
boundary conditions in Recurrence 1). The formula to compute the updated values
D′r from the row-vectors Dr at text position j is the following

D′0 = ((D0 � 1) | 1) & B[T [j]]
D′r = ((Dr � 1) & B[T [j]]) | Dr−1 | (Dr−1 � 1) | (D′r−1 � 1) | 1, for 1 ≤ r ≤ k.

When m ≤ w, the running time of this algorithm is O(kn) as there are O(k)
operations per text character. The general run time is O(kndm/we).

In [11] Baeza-Yates and Navarro found a bit parallel formula for a diagonal par-
allelization of the NFA. They packed the states of the automaton along diagonals
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instead of rows or columns which run in the same direction of the diagonal arrows.
There are m − k + 1 complete diagonals, the others are not really necessary, which
are numbered from 0 to m − k. To describe the status of the i-th diagonal it su-
fices to record the position of the first active state in it. Thus the number Di is
the row of the first active state in diagonal i all the subsequent states in the diag-
onal are active because of the transitions. If the first active state on the i-th diago-
nal is fi, then Baeza-Yates and Navarro represent the diagonal as the bit-sequence
Di = 0k+1−fi1fi . A match with at most k errors is found whenever fm−k < k + 1.
The bit-sequences are stored consecutively with a single separator zero-bit between
two consecutive states. Let D̄ denote the complete diagonal representation. Then D̄
is the length-(k+ 2)(m− k) bit-sequence 0D10D20...0Dm−k. We assume for now that
(k + 2)(m− k) ≤ w so that D̄ fits into a single bit-vector. Baeza-Yates and Navarro
encode also the pattern match vectors differently. Let ¯B[c] be their pattern match
vector for the character. first of all the role of the bits is reversed: a 0-bit denotes a
match and a 1-bit a mismatch. To align the matches with the diagonals in D̄, ¯B[c]
has the form 0B10B20...0Bm−k, where Bi = ∼ B[c][i..i+ k]. Initially no diagonal has
active states and so D̄ = (01k+1)m−k. The formula for updating D̄ at text position j
is:

x = (D̄ � (k + 2)) | ¯B[T [j]]
D̄′ = ((D � 1) | (0k+11)m−k & (D̄ � (k + 3)) | (0k+11)m−k−101k+1 &

(((x+ (0k+11)m−k) & x)� 1) & (01k+1)m−k

If (k+2)(m−k) ≤ w, the run time of this algorithm is O(n) as there is only a con-
stant number of operations per text character. The general run time is O(dkm/wen)
as a vector of length (k + 2)(m − k) may be simulated in O(dkm/we) time using
O(dkm/we) bit-vectors of length w.

Later Hyyro proposed a new variant [43] of the bit-parallel NFA of Baeza-Yates
and Navarro for approximate string matching. The algorithm decreases the original
NFA complexity to (m− k)(k + 1), and also give a slightly more efficient simulation
algorithm for the NFA. In experiments the method by Hyyro turns out to be often
noticeably more efficient than the original algorithm under moderate values of k and
m.

In [44] Hyyro et al. showed how multiple (short) patterns can be packed in a
single computer word so as to search for multiple patterns simultaneously obtaining
O(dr/bw/mcen) time to search for r patterns of length m < w.

5.2 Damerau Distance

Another common form of edit distance is the Damerau edit distance [28], which is in
principle an extension of the Levenshtein distance by permitting also the swap of two
adjacent characters.

Navarro [55] has modified the Wu-Manber algorithm [64] described in Section
5.1 to use the Damerau distance by appending the automaton to have a temporary
state vector Sr row to keep track of the positions where transposition may occur. In
particular Tr is initialized to 0m, for 0 ≤ r ≤ k. Then we have
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D′0 = ((D0 � 1) | 1) & B[T [j]]
D′r = ((Dr � 1) & B[T [j]]) | Dr−1 | (Dr−1 � 1) | (D′r−1 � 1) |

(Tr & (B[T [j]]� 1)) | 1, for 1 ≤ r ≤ k.
T ′r = (Dr−1 � 2) & B[T [j]], for 1 ≤ r ≤ k.

The formula adds 6k operations into the basic version for the Levenshtein edit
distance

Later Hyyro proposed in [45] a different modification of the Wu-Manber algorithm
which adds a total of 6 operations into the basic version for the Levenshtein edit
distance. Therefore it makes the same number of operations as Navarro’s version
when k = 1, and wins when k > 1.

Moreover in [45] the author gives formulas for extending also the algorithm of
Baeza-Yates and Navarro [11] and the algorithm of Myers [53] to use the Damerau
distance. The resulting algorithms add 7 extra operations and 6 extra operations,
respectively. Thus they do not affect the computational complexity of the original
algorithms.

5.3 String Matching Allowing for Swaps

The Pattern Matching problem with Swaps (Swap Matching problem, for short) is a
well-studied variant of the classic Pattern Matching problem. It consists in finding all
occurrences, up to character swaps, of a pattern P of length m in a text T of length
n, with P and T sequences of characters drawn from a same finite alphabet Σ of size
σ. More precisely, the pattern is said to swap-match the text at a given location j if
adjacent pattern characters can be swapped, if necessary, so as to make it identical
to the substring of the text ending (or, equivalently, starting) at location j. All swaps
are constrained to be disjoint, i.e., each character can be involved in at most one
swap. Moreover adjacent equal characters are not allowed to be swapped.

The swap matching problem was introduced in 1995 as one of the open problems
in nonstandard string matching [52]. This problem is of relevance in practical appli-
cations such as text and music retrieval, data mining, network security, and many
others. Following [8], we also mention a particularly important application of the swap
matching problem in biological computing, specifically in the process of translation
in molecular biology, with the genetic triplets (otherwise called codons).

The first nontrivial result was reported by Amir et al. [3], who provided an al-

gorithm which achieves O(nm
1
3 logm)-time in the case of alphabet sets of size 2,

showing also that the case of alphabets of size exceeding 2 can be reduced to that
of size 2 with a O(log2 σ)-time overhead, subsequently reduced to O(log σ) in the
journal version [4]. Amir et al. [6] studied some rather restrictive cases in which a
O(m log2m)-time algorithm can be obtained. More recently, Amir et al. [5] solved the
swap matching problem in O(n logm log σ)-time. We observe that the above solutions
are all based on the fast Fourier transform (FFT) technique.

In 2008 the first attempt to provide an efficient solution to the swap matching
problem without using the FFT technique has been presented by Iliopoulos and Rah-
man in [46]. They introduced a new graph-theoretic approach to model the problem
and devised an efficient algorithm, based on the bit-parallelism technique [10], which
runs in O((n + m) logm)-time, provided that the pattern size is comparable to the
word size in the target machine.

24



More recently, in 2009, Cantone and Faro [21] presented a first approach for solving
the swap matching problem with short patterns in linear time. Their algorithm, named
Cross-Sampling, though characterized by a O(nm) worst-case time complexity,
admits an efficient bit-parallel implementation, named BP-Cross-Sampling, which
achievesO(n) worst-case time andO(σ) space complexity in the case of short patterns
fitting in few machine words.

Th BPCS algorithm is a natural generalization of the SA algorithm to the swap
matching problem. It uses vectors of m bits, Dj and D′j respectively. The i-th bit of
Dj is set to 1 if Pi matches Tj, whereas the i-th bit of D′j is set to 1 if Pi−1 matches
Tj−1 and P [i] = T [j + 1]. All remaining bits in the bit vectors are set to 0. As in the
SA algorithm, for each character c of the alphabet Σ, a bit mask M [c] is maintained,
where the i-th bit is set to 1 if P [i] = c.

The bit vectors D0 and D′0 are initialized to 0m. Then the algorithm scans the
text from the first character to the last one and, for each position j ≥ 0, it computes
the bit vector Dj in terms of Dj−1 and D′j−1, by performing the following bitwise
operations:

Dj ← (((Dj−1 � 1) | 1) & M [T [j]]) | ((D′j−1 � 1) & M [T [j − 1]])
D′j ← ((Dj−1 � 1) | 1) & M [T [j + 1]]

During the j-th iteration, we report a swap match at position j, provided that
the leftmost bit of Dj is set to 1, i.e., if (Dj & 10m−1) 6= 0m.

In practice, we can use only two vectors to maintainDj andD′j, for j = 0, . . . , n−1.
Thus during iteration j of the algorithm, vector Dj−1 is transformed into vector Dj,
whereas vector D′j−1 is transformed into vector D′j.

In a subsequent paper[15] a more efficient algorithm, named Backward-Cross-
Sampling (BCS) and based on a similar structure as the one of the Cross-Sampling
algorithm, has been proposed. The BCS algorithm scans the text from right to left and
has a O(nm2)-time complexity, whereas its bit-parallel implementation, named Bit-
Parallel Backward-Cross-Sampling (BPBCS), works in O(mn)-time and O(σ)-space
complexity.

The BPCS and BPBCS algorithms could be also modified in order to solve the
more general Approximate Pattern Matching problem with Swaps. Such a problem
seeks to compute, for each text location j, the number of swaps necessary to convert
the pattern to the substring of length m ending at j, provided there is a swapped
matching at j.

A straightforward solution to the approximate swap matching problem consists in
searching for all occurrences (with swap) of the input pattern P , using any algorithm
for the standard swap matching problem. Once a swap match is found, to get the
number of swaps, it is sufficient to count the number of mismatches between the
pattern and its swap occurrence in the text and then divide it by 2.

In [7], Amir et al. presented an algorithm that counts in time O(logm log σ) the
number of swaps at every location containing a swapped matching, thus solving the
approximate pattern matching problem with swaps in O(n logm log σ)-time.

In [16], the authors extended the BPCS and BPBCS algorithms designing two
algorithms for the Approximate Swap Matching problem, which achieve O(n) and
O(nm) worst-case time, respectively, and O(σ)-space complexity for patterns having
length similar to the word-size of the target machine.
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In this case the two vectors D̄j and D̄′j are maintained as a list of q bits, where
q = log(bm/2c+1)+1 and m is the length of the pattern. If Pi has a swap occurrence
ending at position j of the text, with k swaps, then then the rightmost bit of the i-th
block of D̄j is set to 1 and the leftmost q − 1 bits of the i-th block are set so as to
contain the value k (notice that we need exactly log(bm/2c + 1) bits to represent a
value between 0 and bm/2c). Otherwise the rightmost bit of the i-th block of D̄j is
set to 0. If m log(bm/2c + 1) + m ≤ w, then the entire list fits in a single computer
word, otherwise we need dm(log(bm/2c+1)/we computer words to represent the sets
D̄j and D̄′j.

For each character c of the alphabet Σ the algorithm maintains a bit mask M [c],
where the rightmost bit of the i-th block is set to 1 if P [i] = c. Moreover, for each
character c ∈ Σ, the algorithm maintains, a bit mask B[c] whose i-th block have all
bits set to 1 if P [i] = c, whereas all remaining bits are set to 0.

The generalization of the BPBCS algorithm to the approximate swap matching
problem requires only log(bm/2c+1) bits to implement the counter for keeping track
of the number of swaps. This compares favorably with the BPACS algorithm which
uses instead m counters of log(bm/2c+ 1) bits, one for each prefix of the pattern.

The resulting BPABCS algorithm achieves a O(dnm2/we) worst-case time com-
plexity and requiresO(σdm/we+log(bm/2c+1)) extra-space. If the pattern fits in few
machine words, then the algorithm finds all swapped matches and their corresponding
counts in O(nm)-time and O(σ) extra-space.

5.4 String Matching with class of characters and general gaps

The δ-approximate string matching problem with α-bounded gaps (or (δ, α)-matching)
[26, 25, 17] arises in many questions in music information retrieval and music analysis.
This is particularly true, for instance, in the context of monophonic music, when one
wants to retrieve occurrences of a given melody from a complex musical score. It finds
also large applications in computational biology.

More formally, let Σ be a finite alphabet of integer numbers and let δ and α
be nonnegative integers. Two symbols a and b of Σ are said to be δ-approximate,
in which case we write a =δ b, if |a − b| ≤ δ. Given a pattern P of length m and
a text T of length n over the alphabet Σ, by a δ-approximate occurrence with α
bounded gaps of P in T , or simply a (δ, α)-occurrence of P in T , we mean a sequence
(i0, i1, . . . , im−1) of indices such that 0 ≤ i0 < i1 < · · · < im−1 < n, T [ij] =δ P [j], for
0 ≤ j < m, and ih − ih−1 ≤ α + 1, for 0 < h < m, provided that m > 1.

Given an index i, with 0 ≤ i < n, a (δ, α)-occurrence of P at position i in T is a
(δ, α)-occurrence (i0, i1, . . . , im−1) of P in T such that im−1 = i. We write P Ei

δ,α T
to mean that there is a (δ, α)-occurrence of P at position i in T (in fact, when the
bounds δ and α are well understood from the context, one can simply write P Ei T ).

The δ-approximate string matching problem with α-bounded gaps has been first
formally defined in [26], where the δ-Bounded-Gaps algorithm has been proposed (see
also [25, 17]). The δ-Bounded-Gaps algorithm, whose time and space complexity is
O(nm), with n and m the lengths of the text T and of the pattern P respectively, is
presented as an incremental procedure, based on the dynamic programming approach.
Scanning the pattern P from left to right, the δ-Bounded-Gaps algorithm looks for
the (δ, α)-occurrences of each prefix Pj of the pattern P in the whole text T , for
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0 ≤ j < m. Specifically, the δ-Bounded-Gaps algorithm proceeds by filling in a table
D of dimensions m× n such that

D[j, i] = max({k ≥ 0 : i− α ≤ k ≤ i and Pj E
k T} ∪ {−1})

for 0 ≤ j < m and 0 ≤ i < n. Notice that Pj Ei T if and only if D[j, i] = i.
An algorithm, slightly more efficient than the δ-Bounded-Gaps, has been presented

by the authors in [17], under the name (δ, α)-Sequential-Sampling. As in the case
of the δ-Bounded-Gaps algorithm, the (δ, α)-Sequential-Sampling is also based on
dynamic programming, but it follows a different computation ordering than the δ-
Bounded-Gaps algorithm does; more precisely, it scans the text T from left to right
and for each position i of T it looks for the (δ, α)-occurrences at position i of all
prefixes of the pattern P . The (δ, α)-Sequential-Sampling algorithm has an O(nm)
running time and requires O(mα)-space. A much more efficient variant of it is the
(δ, α)-Tuned-Sequential-Sampling algorithm, which has an average case running time
of O(n), in the case in which α is assumed constant (cf. [18]).

Another algorithm, named (δ, α)-Shift-And, has also been described in [18]. The
(δ, α)-Shift-And algorithm is a very simple variant of a forward search algorithm
presented in [58] for a pattern matching problem with gaps and character classes,
particularly suited for applications to protein searching. It uses bit-parallelism to
simulate the behavior of a nondeterministic finite automaton with ε-transitions. The
automaton has ` = (α + 1)(m − 1) + 2 states, and the simulation is carried out by
representing it as a bit mask B of length `−1 (the initial state of the automaton need
not be represented in the bit mask since it is always active during the computation).
When ` < w (the computer word length), the entire bit mask B fits in a single
computer word. In this case the (δ, α)-Shift-And algorithm becomes extremely fast
in practice.

Other efficient algorithms for the (δ, α)-matching problem have been presented
more recently in [36] and [37]. In particular, [36] presents two algorithms, called DA-
bpdb and DA-mloga-bits. The first one inherits the basic idea from the dynamic
programming algorithm δ-Bounded-Gaps presented in [25]. It uses bit-parallelism to
compute an m × n bit-matrix D such that (D)j, i = 1 if and only if Pj Ei T , for
0 ≤ j < m and 0 ≤ i < n. Basically, the algorithm DA-bpdb partitions each row of
the matrix D as a sequence of dn/we consecutive bit masks, each of which represents
a group of w bits on that row. Then, the computation of the j-th bit mask in row i is
performed bit-parallely by using the (j−1)-st and the j-th bit masks of the (i−1)-st
row. It turns out that DA-bpdb has an O(nδ + dn/wem) worst-case execution time,
which becomes O(dn/wedαδ/σe+n) on the average. The second algorithm presented
in [36], namely DA-mloga-bits, is based on a compact representation, in the form
of a systolic array, of the nondeterministic automaton used in the algorithm (δ, α)-
Shift-And. The systolic array is composed of m building blocks, called counters in
[36], one for each symbol of the pattern, and is represented as a bit mask of length
(m− 1)(dlog2(α+ 1)e+ 1) + 1. Notice that this improves the representations used in
[58, 18] in which (α + 1)(m − 1) + 1 bits are needed to represent the automaton. It
turns out that the DA-mloga-bits algorithm has an O(nd(m log2 α)/we) worst-case
searching time.

The algorithms presented in [37], called SDP-rows, SDP-columns, SDP-simple,
and SDP-simple-compute-L0, use different computation orderings, in combination
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with sparse dynamic programming techniques, to implement the calculation of the
table D above. Specifically, in the case of the SDP-rows algorithm, the computation
is performed row-wise, whereas a column-wise computation is used by SDP-columns.
The algorithm SDP-simple, which can be considered as a brute force variant of SDP-
rows, performs very well in practice, especially for small values of δ and α; SDP-
simple-compute-L0 improves the average case running time of SDP-simple by using
a Boyer-Moore-Horspool-like shifting strategy [41], suitably adapted to handle gaps.
In particular, the latter two algorithms turn out to be among the most efficient ones,
in terms of running time, in many practical cases, especially for small values of α,
as shown in [37]. However, although these algorithms are very fast in practice, they
require additional O(n)-space, plus O(σ)-space in the case of SDP-simple-compute-
L0.

More recently, in [19], the authors presented four new efficient variants of the
algorithm (δ, α)-Sequential-Sampling, all based on bit-parallelism. In particular, one
of these variants, the (δ, α)-Tuned-Sequential-Sampling-HBP algorithm, is extremely
efficient in most practical cases and outperforms both algorithms SDP-simple and
SDP-simple-compute-L0. The variant (δ, α)-Sequential-Sampling-BP+ turns out to
be faster than existing algorithms (e.g., (δ, α)-Shift-And) in the case of short patterns
and very small values of α.
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